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CUSTOMER DUE DILIGENCE
From 10th January 2020, any dealer who sells art valued at €10,000 or more will be required to carry
out due diligence on the customer making the purchase. Customer Due Diligence (“CDD”) or ‘Know
Your Customer’ (“KYC”) is about knowing who your actual customer is and collecting evidence to
verify their identity. It also includes checking whether the customer appears on sanctions/high risk
lists, is politically exposed or whether any ‘Red Flags’ are raised, for example if there are any doubts
about the information provided by a customer or if any aspect of a transaction appears to be
suspicious.
In addition, where it appears that the person you are dealing with is not the beneficial owner of the
funds that will ultimately be used to pay for the work of art, or where it becomes apparent they are
purchasing on behalf of someone else, it is necessary to identify the ultimate beneficial owner.
Although there is no obligation to look back and perform CDD on customers who have transacted in
the past, should they buy art at or above the threshold after 10th January 2020, CDD measures should
be applied.
CDD should be completed at the beginning of the customer relationship and before a transaction is
concluded. In most cases, the appropriate level of CDD will be ‘standard’ due diligence as set out
below. However, businesses are required to conduct ‘enhanced’ due diligence in situations where
there is a higher risk of money laundering, for example, in relation to transactions with parties based
in high risk countries or customers who are politically exposed persons, (“PEPs”) or relatives or close
associates of PEPs. (See High Risk Countries, Sanctions and PEPs document). Further examples of
higher risk situations are set out in the Red Flags document. (See Red Flags document).
Dealers are only obliged to conduct CDD in relation to those transactions which are caught by the
regulations. Dealers who only rarely sell works of art valued at £10,000 or more, may opt to limit
CDD to regulated transactions only. Others may opt, for reasons of consistency, to conduct CDD in
relation to all their customers, whatever the value of their purchase.
Customer Identity Checks
There are two steps involved in relation to performing customer identity checks:
•
•

Collection of identification information
Verification of identification information

Verification should be completed on the basis of documents, data and information from a reliable
and independent source. Documents in foreign languages should be formally translated if not
understood by the dealer.
Electronic identity verification solutions may also be used, either alone or in combination with
documentary verification. This note is limited to documentary forms of verification.

1

In all cases where you are not dealing directly with the ultimate beneficial owner of the funds used
to purchase a work of art, it is important to ensure that the person you are dealing with is properly
authorized to act for them for example, by asking to see a letter of appointment or a power of
attorney.
Standard Due Diligence
Standard identification requirements vary depending on the nature of the customer.
The Appendix to this document sets out the requirements for standard identification and verification
of the following types of customer:
•
•
•
•
•
•
•

Private Individuals
Private Companies
Partnerships
Executors of Estates
Trusts
Charities
Publicly owned Companies

Enhanced Due Diligence
In higher risk situations where there is a requirement for enhanced due diligence, it will be necessary
to seek more information in order to be able to assess whether or not the additional risks in respect
of the customer or transaction are likely to materialise.
A good starting point for conducting enhanced due diligence is to research the customer (and any
intermediaries) via the internet or other contacts to further develop your understanding of their
occupation or nature of business, source of wealth, reputation etc. Additional checks may be carried
out by asking the customer direct questions. For example, in relation to a PEP who is based in a
jurisdiction with a high risk of corruption, one approach may be to ask the customer to confirm his
source of wealth to ensure that the value of the transaction aligns with what is known about his
income/wealth level.
In relation to a new corporate customer established in a high risk jurisdiction and acting through an
agent, enhanced due diligence may be conducted by requesting a copy of the agent’s letter of
appointment, establishing the identity and source of wealth of the ultimate beneficial owner and
obtaining appropriate assurances from the customer’s bank as to their good standing.
When dealing with offshore corporate customers with complex organisational structures or where
you doubt the information provided by the customer, appropriate enhanced due diligence may
include obtaining certified true copies of corporate documentation and if necessary, further
assurances regarding the ultimate beneficial owner. Another measure, depending on the situation,
might be to insist on payment being made from an account in the customer’s name from a bank
subject to similar CDD standards to those in the UK. See also High Risk Countries, Sanctions and PEPs
document for enhanced due diligence requirements applicable to PEPs.
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APPENDIX
STANDARD CDD FOR PRIVATE INDIVIDUALS
Information to collect

Verification documents

Ultimate Beneficial Owners

•
•
•
•

Request a government issued
photo ID showing customer’s
name and address or
customer’s name and date of
birth. Examples include:

It is necessary to establish if the
customer is acting on behalf of
another person. If so, obtain the
name, address and date of birth
of the person on whose behalf
the customer is acting and proof
that
they
are
properly
authorized to act, such as a
power of attorney or letter of
appointment.

Full name
Date of birth
Nationality
Permanent
residential address

•
•
•

Passport
Driving License
National ID card

Note - Although only proof of
either address or DOB is
required, many regulated
businesses choose to verify
their customer’s address
where this is not contained on
the government issued photo
ID document. Examples of
acceptable proof of address
include utility or council tax
bill; bank or credit card
statement; notification from
tax authority; state pension or
benefits notification letter.

Checklist
All three questions below should be answered YES for standard verification of ID
1. Have you collected at least one of the following forms of photo ID?
o Passport
o Driving license
o National ID card
2. Is the document still valid?
3. In addition to the customer’s name, does the document either confirm their permanent
residential address or date of birth?
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STANDARD CDD FOR PRIVATE COMPANIES *
Information to collect

Verification documents

Ultimate Beneficial Owners

•
•
•

1. Certificate of
Incorporation or
company listing from
relevant corporate
registry or tax return or
audited accounts filed
within the last
accounting year AND
2. If not verified by the
above, evidence of
directors (such as copy
register of directors)
and ultimate beneficial
owners (such as copy of
shareholders’ register).

The ultimate beneficial owner
(UBO) of a private company is
any natural person (as opposed
to a corporate entity) owning
25% or more of the shares or
voting rights in the company.

•
•
•
•

Company name
Company number
Country of
incorporation
Registered address
Trading address if
different to above
Director names
Ultimate beneficial
owner names
(individuals who own
25% or more of the
shares/voting rights)

It is also necessary to establish if
the corporate customer is acting
on behalf of another person. If
so, obtain the name, address
and date of birth of the person
on whose behalf the customer is
acting and proof that they are
properly authorized to act, such
as a power of attorney or letter
of appointment.

Checklist
Both questions below should be answered YES for standard verification of corporate ID
1. Have you collected at least one of the following forms of corporate documentation?
o
o
o
o

Certificate of Incorporation
Company listing from relevant corporate registry such as Companies House
Tax return
Audited accounts filed within the last accounting year

2. Have you obtained evidence of the directors and ultimate beneficial owners of the company
i.e. all natural persons who own 25% or more of the shares in the company?

*This also applies to incorporated Trusts or Trust Companies
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STANDARD CDD FOR PARTNERSHIPS
Information to collect

Verification documents

Ultimate Beneficial Owners

•
•

The partnership agreement or
tax return or audited accounts
filed within the last accounting
year evidencing the names and
shareholding of each partner

The ultimate beneficial owner
(UBO) of a partnership is any
natural person (as opposed to a
corporate entity) owning 25% or
more of the shares or voting
rights in the partnership.

•
•

•

Partnership name
Registered address (if
applicable)
Trading address (if
applicable)
For formal/larger
/regulated
partnerships, names of
partners who have
25% of the capital or
profits or voting rights
or any other person
with control over the
partnership
For smaller, informal
partnerships, the
names of partners
who own or control
the business

For smaller, informal
partnerships where the above
documents do not apply,
verification documents as for
private individuals (i.e.
passport, driving licence or
national ID card showing the
customer’s name and
permanent residential address
or date of birth).

It is also necessary to establish if
the partnership is acting on
behalf of another person. If so,
obtain the name, address and
date of birth of the person on
whose behalf the customer is
acting and proof that they are
properly authorized to act, such
as a power of attorney or letter
of appointment.

Checklist
The questions below should be answered YES for standard verification of partnerships
For formal/larger/regulated partnerships have you collected at least one of the following forms of
documentation evidencing the names and shareholding of each partner?
o Partnership agreement
o Tax return filed within the last accounting year
o Audited accounts filed within the last accounting year
For small/informal partnerships have you verified the names and identity of the partners who own
or control the business and collected government issued photo ID which either confirms their
permanent residential address or date of birth?
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STANDARD CDD FOR EXECUTORS OF A DECEASED’S ESTATE
Information to collect

Verification documents

•

1. Copy of will or grant of probate or where no
will, letters of administration AND
2. Government issued photo ID for
executors/administrators

•

Full names of
executors/administrators
Full name of deceased person

Checklist
The below questions should be answered YES for standard verification purposes
1. Have you collected at least one of the following forms of documentation evidencing the
appointment of the executors/administrators of a deceased’s estate?
o Copy of will
o Copy of grant of probate
o If no will, copy of letters of administration
2. Have you collected government issued photo ID for the executors/administrators?
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STANDARD CDD FOR TRUSTS (UNINCORPORATED)
Information to collect

Verification documents

•
•
•
•

1. Trust deed or other document evidencing legal
existence of the trust and confirming the
names of trustees, settlor/grantor and
beneficiaries AND
2. Government issued photo ID for trustee (if you
are acting for more than one trustee verify the
identity of at least two trustees)

Full name of Trust
Trustee names
Settlor/Grantor name
Beneficiary names or if no named
beneficiaries, the class of persons
in whose interest the trust
operates

Checklist
The below questions should be answered YES for standard verification of a Trust
1. Have you collected the Trust deed or other document evidencing the legal existence of the
Trust and confirming the identity of the trustee, settlor/grantor and beneficiaries?
2. Have you collected government issued photo ID for the trustees?
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STANDARD CDD FOR CHARITIES
Information to collect

Verification documents

•
•
•
•

1. If the charity is registered, a copy of its listing
on the charities register. If the charity is not
registered, document evidencing legal
existence.
2. Confirmation of current trustees and/or
directors if not listed on the charity’s website
(e.g. a letter from the charity confirming their
names).

Legal name of charity
Purpose of charity
Registered address
Names of trustees and/or
directors

Checklist
The below questions should be answered YES for standard verification of a Charity
1. Have you collected a copy of the charity’s listing on the charities register
(https://www.gov.uk/find-charity-information) or some other form of document evidencing
its existence?
2. Have you confirmed the names of the trustees and/or directors (if not contained on the
charity’s website)?
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STANDARD CDD FOR PUBLICLY OWNED COMPANIES
Information to collect

Verification documents

•
•
•
•
•

Copy of dated page of stock exchange website
confirming the company listing or copy of listing shown
in a major daily newspaper or copy of the listing from
relevant registry.

Company name
Company number
Country of incorporation
Registered address
Contact details

Checklist
The below question should be answered YES for standard verification of a publicly owned company
Have you collected a copy of the dated page of the stock exchange website confirming the company
listing or a copy of the listing shown in a major daily newspaper or a copy of the listing from the
relevant company registry?
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ANTI MONEY LAUNDERING (AML) RISK ASSESSMENT
Under the Money Laundering Regulations, anyone who trades in works of art valued at
€10,000 or more will be required to have a written AML risk assessment that addresses the
risks particular to their business.
A risk assessment should be kept up to date and drafted with the understanding that it may
need to be shown to HMRC. There is no set method for documenting a risk assessment whether it is written in narrative, a table or in a more complex matrix format with risk
scores, the key is to ensure that it demonstrates a critical assessment of the AML exposures
specific to your business. Dealers should resist the temptation to copy and paste from risk
assessments prepared for other businesses – this practice has been sharply criticized by
regulators.
Risk Assessment Process
As a first step, you should consider and document the risk factors which apply to your
business and the extent to which they expose it to a higher risk of money laundering.
You should then consider the effectiveness of the risk mitigation controls that are in place.
The goal of your risk assessment is to develop a risk based approach which points additional
resources towards mitigating exposures in the highest risk areas and reduces the burden of
compliance for low risk activities.
Step 1: Document your risks
The risk assessment should cover the risk factors relating to what you are selling (works of
art and related services), who you are selling or providing services to (your customers),
where you are selling (geographical markets) and how you are selling (delivery channel and
transaction risk).
Products/Services
When assessing whether the works of art and services you offer make your business more
vulnerable to exploitation by money launderers, consider the following questions:
1. What categories of works of art you deal in?
2. Do these categories present a higher risk of being used for money laundering purposes
(e.g. works of art originating in recent conflict zones or countries subject to trade
restrictions)?
3. What is the range in value of the works that you sell? In general, the higher the value,
the greater the risk.
4. From which sources do you acquire works of art for sale, where are they located and
how well do you know them?
Customers
To assess the extent to which your customers expose your business to money laundering
risk, you may consider the following:
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1. What proportion of your customers are private collectors, corporate buyers, art traders,
institutions etc?
2. How frequently do customers use complicated or opaque structures for transacting?
3. To what extent are your customers represented by art market agents?
4. What proportion of your customers are based in higher risk jurisdictions?
5. What proportion of your business is with customers who are already known to you and
regarded as trustworthy?
6. To what extent do your sales comprise one-off, not to be repeated sales in contrast with
sales made to the same buyer on a regular basis?
7. How often do you find that the identity of your customers cannot be understood or
reliably verified?
8. How many of your customers are Politically Exposed Persons (PEPs)?
9. How many of your customers trigger the requirement for enhanced due diligence?
Geographical markets
Consider:
1. Do you have permanent operations abroad or transact in foreign locations on a
temporary basis e.g. at art fairs?
2. How many buyers pay you from countries that are on the high risk countries list, are
subject to sanctions or are perceived to have high levels of corruption?
Delivery channel and transaction risk
To assess whether your delivery channels or servicing methods increase money laundering
exposure because they do not allow for certainty about the identity of your client consider
the following:
1. How do sales break down between the following channels: face to face (in gallery or at
art fairs), remotely (i.e. online or through email exchange)?
2. Do you always meet your customers in person?
3. How do payments break down between cash, electronic bank transfer, credit/debit
card?
4. Do you take payments from parties other than the buyer? If so, how often does this
happen?
5. How many customers finance purchases through unusual means such as unknown
financial backers?
6. Do you issue refunds to customers?
Step 2 – Assess the effectiveness of your risk mitigation controls
Having identified and documented the risks applicable to your business you should list the
risk mitigation which is already in place including policies, procedures and controls (such as
limits on cash payments, third party payments etc.) and identify where action needs to be
taken to make further enhancements to your AML programme.
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It is important to note that policies, procedures and controls should be risk-based,
proportionate, well understood, properly embedded within the business. They should also
be routinely monitored for effectiveness.
An example of what a simple risk assessment for a fictional gallery (AB Fine Art) might look
like is set out below. This example is based on fictional details and is provided for indicative
purposes only. It should not be copied or reproduced.
_________________________________________________________________________
EXAMPLE RISK ASSESSMENT
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HIGH RISK COUNTRIES, SANCTIONS AND PEPs
High Risk Countries
The Financial Action Task Force (FATF), the EU, HM Treasury and other non-governmental
organisations publish lists of high risk countries and risk perception indices which may be helpful
when assessing geographical risk. Art dealers may determine that certain countries which do not
appear on published lists should nevertheless be treated as presenting a higher risk to their own
business.
It is worth noting the latest FATF list of countries currently assessed to have deficiencies in AML
controls and/or subject to monitoring comprises the following:
Democratic People’s Republic of North Korea
Iran
Bahamas
Botswana
Cambodia
Ghana
Iceland
Mongolia
Pakistan
Syria
Trinidad and Tobago
Yemen
Zimbabwe
FATF update their evaluations of countries and reflect these in published lists regularly. For the
latest list, please check http://www.fatf-gafi.org/publications/high-risk-and-other-monitoredjurisdictions/?hf=10&b=0&s=desc(fatf_releasedate) .
The EU published a list of high risk countries earlier this year which goes further than the FATF list
and also includes:
Afghanistan
Iraq
Libya
Nigeria
Saudi Arabia
Samoa
Guam
Panama
Puerto Rico
American Samoa
US Virgin Islands
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The EU is expected to formulate an updated list of high risk jurisdictions in the coming months and
the countries mentioned above may change.
Another useful indicator of high risk countries provided by Transparency International is the
Corruption Perceptions Index. See https://www.transparency.org/cpi2018

Sanctions
HM Treasury publish a consolidated sanctions list which can be found at:
https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets

Helpful guidance on Financial Sanctions (including how to use the consolidated lists and compliance
with reporting obligations) has been published by the Office of Financial Sanctions Implementation
and can be found at:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/68530
8/financial_sanctions_guidance_march_2018_final.pdf

For businesses who do not wish to cross-check customers against HM Treasury’s consolidated
sanctions list, there are numerous screening tools on the market which can provide a full range of
information about individual names, including whether they are PEPs, from high risk countries or
subject to sanctions.

Politically Exposed Persons (PEPs)
A PEP is an individual who is entrusted with prominent public functions. Such individuals can pose a
higher money laundering risk as their position may make them vulnerable to corruption. This risk also
extends to members of their immediate families and to known close associates. Doing business with
a PEP triggers a requirement for enhanced due diligence.
PEPs include heads of government, ministers, members of supreme courts, senior members of the
boards of central banks and international organisations. Middle-ranking or more junior officials are
excluded from the definition. A family member of a PEP includes their spouse/civil partner; their
children and their respective spouses/civil partners; and their parents. Known close associates of
PEPs are individuals who have close business relations with the PEP (including those who jointly own
a legal entity with the PEP or who own a legal entity known to have been set up for the benefit of the
PEP).
Establishing whether a customer is a PEP
Art dealers are not expected to carry out extensive investigations to establish whether a person is a
PEP. They may be able to base their assessment on information which is either known to them or
publicly available.
Where, based on their own risk assessment, a business determines that the risk of acquiring a PEP as
a customer is low, their approach for establishing whether a customer is a PEP may simply be to ask
them to confirm if they fall into a PEP category. If the customer confirms that they are not a PEP, it
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would be reasonable to assume that they are not a PEP unless there is a reason to believe or suspect
otherwise.
If a dealer has a greater likelihood of having customers who are PEPs or if there is reason to believe
that existing customers with whom they have a business relationship have not been properly
recognised as PEPs, the business may find it more appropriate to conduct electronic checks through
a reputable screening provider.
Enhanced due diligence on PEPs
The requirements for enhanced due diligence on PEPs include:
•
•
•

Obtaining senior management approval for establishing the business relationship - in a small
owner managed business, senior management and the nominated person may be the same
person.
Taking appropriate measures to establish the source of wealth and source of funds which are
involved in the business relationship or transaction – this information may be publicly
available.
Conducting closer ongoing monitoring of the business relationship – this may include checking
to ensure that funds for purchases originate from the customer’s own bank account and that
the customer’s spending is in line with their known wealth.
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RED FLAGS
Red flags are warning signs of potential (but not necessarily actual) money laundering risk. Red flags
may be found in relation to the customer’s profile or behaviour, the way the transaction or
payment arrangements are structured or the artwork itself. A red flag should prompt dealers to be
more vigilant and conduct enhanced due diligence. If concerns remain following enhanced due
diligence, a suspicious activity report should be filed with the National Crime Agency. Failure to
report suspicious activity is a criminal offence.
The following is a non-exhaustive list of red flags. Whether or not a situation falls within the red
flags listed below, if something does not feel right, this should trigger enhanced due diligence.
Customer Red Flags
•
•
•
•
•
•
•
•
•

Refusal to provide the requisite information such as identification documents or the identity
of ultimate beneficial owners
Where the customer is acting on behalf of a third party, refusal to disclose the identity of
the third party
Evasiveness or provision of inconsistent information or documents which do not appear
genuine
Lack of concern about commercial viability e.g. offering to purchase a work of art at a
grossly inflated price
Customer is a PEP or a relative or close associate of a PEP (see High Risk Countries, Sanctions
and PEPs document)
Customer is established in a high risk country (See High Risk Countries, Sanctions and PEPs
document)
Customer whose source of wealth is questionable
Customer is the subject of criminal proceedings or under investigation for serious crimes or
otherwise subject to adverse media which may impact the legitimacy of their wealth/funds
Customer asks repeated questions about compliance and the internal AML procedures of
the business such as when disclosures are made to money laundering or tax authorities

Transaction/structure red flags
•
•
•
•
•
•
•
•

Payments of cash in large sums, third party payments and requests to split payments for a
single or linked transaction without good reason
Purchasing or selling patterns which are not consistent with what is known about the
customer’s financial means or previous purchases
Convoluted or unusually complex structures and arrangements for transacting
Single customers who open and transact via multiple accounts, perhaps through different
authorized persons, for no logical reason
Unexpected changes in instructions without good reason
Party to a pre-agreed transaction requests dealer to act as an intermediary where
interposing an intermediary adds no value
Customers who ask to deposit funds or advance money to art dealers where a definite
commercial transaction is not contemplated
Transaction does not make good commercial sense
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•
•

Customers who send funds to a dealer’s account or overpay and then request that funds are
returned by cheque or paid to a different bank account
Payments from high risk countries where the source of customer’s wealth/funds is in
question

Artwork red flags
•
•
•
•
•

Customers who are evasive about the provenance of a work of art or provide provenance
details which appear to be false
Authenticity of a work of art is questionable
Artwork may have originated from a sanctioned country or a territory in recent conflict
Seller’s ownership of the artwork is dubious and cannot be substantiated
Customer changes his story about acquisition or provenance of the art work
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